Message

From: Warren, Carl [Warren.Carl@epa.gov]
Sent: 11/2/2020 5:41:11 PM
To: Uribe, Diana [Uribe.Diana@epa.gov]; Mann, Michael [Mann.Michael@epa.gov]; Drake, Kerry

[Drake.Kerry@epa.gov]; Perez, Idalia [Perez.ldalia@epa.gov]; Leonido-John, Steven [Leonido-John.Steven@epa.gov];
Slay, Hudson [SLAY.HUDSON@EPA.GOV]; Diaz, Alejandro [Diaz.Alejandro@epa.gov]; Guria, Peter
[Guria.Peter@epa.gov]

CC: Aguirre, Hector F. EOP/USTR [Hector.F.Aguirre@ustr.eop.gov]; Coyle, Bridget [Coyle.Bridget@epa.gov]; Toliver, MC
[Toliver.M-C@epa.gov]; Yee, Linda [Yee.linda@epa.gov]

Subject: RE: Message for field offices

Thank you.

Regards,

Carl Warren

Manager

Facilities, Security & Health Section
Mission Support Division

U.S. Environmental Protection Agency
75 Hawthorne Street MSD 5-2

San Francisco, CA 94105

Office: (415) 972-3355

Have a Facility problem/need? Please click on the below link to report your issue(s) with building
ventilation/temperature, spills, lighting, restroom maintenance, etc.:

hitp:/lintranet.epa.gov/9online/services/facilities.

For assistance with IT issues contact the IT Help Desk at (415) 947-8023.

Thank you.

From: Uribe, Diana <Uribe.Diana@epa.gov>

Sent: Monday, November 2, 2020 9:39 AM

To: Warren, Carl <Warren.Carl@epa.gov>; Mann, Michael <Mann.Michael@epa.gov>; Drake, Kerry
<Drake.Kerry@epa.gov>; Perez, Idalia <Perez.ldalia@epa.gov>; Leonido-John, Steven <lLeonido-John.Steven@epa.gov>;
Slay, Hudson <SLAY.HUDSON®@EPA.GOV>; Diaz, Alejandro <Diaz.Alejandro@epa.gov>; Guria, Peter
<Guria.Peter@epa.gov>

Cc: Aguirre, Hector F. EOP/USTR <Hector.F.Aguirre@ustr.eop.gov>; Coyle, Bridget <Coyle.Bridget@epa.gov>; Toliver, MC
<Toliver.M-C@epa.gov>; Yee, Linda <Yee.Linda@epa.gov>

Subject: FW: Message for field offices

FYSA — As we approach election day I have received several DHS bulletins from FPS and SMD HQs regarding

suspicious activities and civil unrest/protests advising everyone to stay vigilant and stay safe. The FPS/PSO
guards at the regional office have been alerted to remain highly vigilant and report any suspicious activities. If
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you see something say something, please contact the Federal Protective Service (FPS) directly at the Denver
Mega Center (DMC) the emergency dispatch number is (877) 437-7411.

Thank you and stay safe.

Best Regards,

Llomas G ot

Regional N8I Security Representative
Facifities & Security Specialist
Facilivies, Security & Safety Office
infrastructure Services Branch, MED 5-2
Bission Support Dvision

US EPA Region 9

75 Hawthorne Street

San Francisco, CA 94105

(415) 760-5465 work cell

(415) 972-3755 desk number

"Hope for the best and prepare for the worst."
-- Thomas Norton

Have a Facility Building problem to report or need to pre-register a visitor? Click on this link to report issues with
building temperature, ventilation, spills, lighting, restroom maintenance, etc.

hitp:/ /intranet epa.gov/Yoniinefservices/Tacilities. To register visitors click on this

link: hitp//intranetepa.gov/Sonline/services Mvisitors/index html |

RECEIVED YOUR “SPONSORSHIP COMPLETE” EMAIL FROM hspd! Zadmimi@usacenss.gea.gov?

MEERD AN ENROLLMENT APPOINTMENT FOR YOUR NEW USACCESRS BADGE?

Yo don’t have to wait...
{30 to:

hitns: /fnortal usaccess gsg pov/scheduler/

From: Aguirre, Hector F. EOP/USTR <Heactor F.Agulrre@ustir eop.sov>
Sent: Thursday, October 29, 2020 8:33 AM

To: Uribe, Diana <Uribs. Diana@epa.gov>

Cc: Coyle, Bridget <Covie Bridset@epa.gov>

Subject: Message for field offices

Importance: High

Hi Diana -

Fhope yvou're doing well. Although most staff are working from home, wasn't sure if you wanted to distribute to the field
offices for situational awareness as we come up to the elections.

Stay safe,
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Hector

Héctor F. Aguirre

Director for USMCA Environment

Office of the U.S, Trade Representative

United States Embassy Mexico City

Ex. 6 Personal Privacy (PP) oA Hector FAgulrre @ ustr.eop.goy

From: HANSEN, KATHRENE L [mzilto: KATHRENE L HANSENS CRE BHS GOYV]

Sent: Tuesday, October 27, 2020 10:10 AM

Subject: Potential Increased Threats to Federal Facilities - Joint Regional intelligence Center Bulletin re: elections
Importance: High

Dear FEB Members — | am only sharing this with you ~ feal free distribute as yvou think appropriatel

e 201022 FOUQO JRIC Bulletin - No Current Credible Threats to US Elections but Civil Unrest Likelvy if
Nefarious Actors Exploit Doubts About Process Outcome.pdf (17 pages)

Kathrene Hansen Kin

(reater Los Angeles Federal Executive Board

Cell # 562-481-7539

NEW EMARL.: Kathrepe L. Hansentchp.dhs.oov

Interagency Security Committee Stakeholders,

A number of environmental contributors (COVID-19, polarized populace, disinformation and conspiracy theories) have
the potential to increase threats to federal facilities, other symbols of governance, as well as to those who may
congregate around them.

In this environment, the ISC offers the following high payoff measures for consideration to elevate the protective
posture of federal facilities, the people who occupy them, and other potential targets:

e Utilize temporary barriers to create stand-off

e Limit vehicle access points

¢« Remove waste-bins or other containers that could conceal an explosive

¢ Identify and remove potential sources of make-shift weapons and projectiles

e Increase availability and stock of fire extinguishers near entrances

e Rehearse response procedures

e Increase video surveillance monitoring

¢ Increase occupant awareness of suspicious activity identifiers and reporting procedures

¢ Measure performance of ALL existing countermeasures {Intrusion Detection Systems, CCTV/VSS, locks, etc.)

We encourage you to consult the following ISC Guidance to further assist these efforts:
e (FOUO) Appendix A - Design Basis Threat Report — 2019
e (FOUO) Appendix B - Countermeasures — 2019
e (FOUO & Non-FOUQ) Planning and Response to an Active Shooter: An Interagency Security Committee Policy
and Best Practices Guide
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e (FOUO) Best Practices for Managing Mail Screening and Handling Processes
e (Non-FOUQ) Best Practices for Mail Screening and Handling Processes - A Guide for the Public and Private
Sectors

To promote employee vigilance and to empower personnel to observe and evaluate suspicious behaviors, mitigate
potential risk, and obtain help when necessary, CISA is promoting Employee Vigilance through the Power of

Hello. Please distribute the attached resource on the Power of Hello throughout your organizations, and we encourage
everyone to view additional resources at =hitps:/fwww cisasov/emplovee-vigilance-power-hello< and

shitns:/fwww dhs sov/see-something-sav-something<. Finally, please also find attached CISA’s Protecting
Infrastructure during Public Demonstrations fact sheet providing security recommendations for infrastructure owners
and operators who may encounter unlawful acts during public demonstrations.

Finally, if you would like to connect with your ISC Regional Advisor see their contact information below:

e (iSA Regionl (ME, NH, VT, MA, RI, CT), 1 (NY, NJ, PR, USVI), H1 (PA, DE, MD, DC, VA, WV):
ISC HQ Staff 150 DHS.GOVEha.dhe.eov
e (ISA Region IV (AL, FL, GA, KY, MS, NC, SC, TN):
James Longanecker james.longanecker@ho.dhsgov
e CiSA Region VI (AR, LA, NM, OK, TX), Vil {CO, UT, WY, MT, ND, SD):
Rob Russell robert.russelli@ciza.dhs.gov
e (iSA Regions ¥V (W1, MI, MN, IL, IN, OH), ¥} (1A, NE, KS, MO):
Joe Lang inseph.langl @hadhs.gov
e (iSA Region IX (CA, AZ, NV, HI, Pacific Territories), ¥ (WA, OR, ID, AK):
Tony Evernham anthony.evernham@cisa dhs.gov

Very Respectfully,

Daryle Hernandez | Chief, Interagency Security Committee (ISC) | Office 703.235.8116 | Cell 202.836.0081
Department of Homeland Security | Infrastructure Security Division | Security Programs

SECURITY
COMMITTEE
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